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Counterfeit Electronic Part Detection and Avoidance Policy 

1 Purpose and Scope 

1.1 Purpose: To prevent, detect, report, and control counterfeit and suspected counterfeit 
electronic parts throughout the supply chain, ensuring safety, mission success, and 
compliance with DFARS 252.246-7007/252.246-7008 requirements. 

1.2 Scope: This policy applies to manufacturing locations of Luna Innovations, Inc. in the 
United States. 

2 Definitions 

2.1 Electronic part: Integrated circuit, discrete electronic component (e.g., transistor, 
capacitor, resistor, diode), or circuit assembly. 

2.2 Counterfeit electronic part: This refers to an unlawful or unauthorized reproduction, 
substitution, or alteration of a part that is misrepresented as authentic. This definition 
also includes used parts that are sold as new, as well as any false representation of the 
part's grade, lot, date, or performance. 

2.3 Suspect counterfeit electronic part: This is an electronic part for which credible 
evidence, such as inspections or testing, raises reasonable doubt about its authenticity. 

2.4 Authorized supplier / authorized aftermarket manufacturer / contractor-approved 
supplier: Per definitions in DFARS 252.246-7007 and 252.246-7008. 

3 Policy Statement 

3.1 Luna Innovations, Inc. shall establish, maintain, and continually improve a risk-based 
Counterfeit Electronic Part Detection and Avoidance System that satisfies DFARS 
252.246-7007 system criteria and DFARS 252.246-7008 sourcing and traceability 
requirements, and flow these requirements to all applicable subcontracts. 

4 Roles & Responsibilities 

4.1 Executive Management: Provide resources, approve policy, and ensure compliance 
across programs and suppliers. 

4.2 Quality and Product Control (Policy Owner): Own procedures; oversee receiving 
inspection/testing; manage GIDEP screening/reporting; maintain 
quarantine/disposition, and audit suppliers. 

4.3 Centralized Procurement and Planning: Enforce source hierarchy and traceability; 
qualify and monitor suppliers; ensure clause flowdown; maintain records. 

4.4 Engineering: Define acceptance criteria and risk-based tests; manage obsolescence and 
approved alternates. 

4.5 Customer Operations: Ensure contract-specific implementation, reporting to the 
Government, and schedule/risk impacts are coordinated. 
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5 System Requirements 

5.1 Personnel Training and Awareness: Train appropriate personnel on counterfeiting 
trends, detection methodologies, and reporting protocols for counterfeit or suspect 
electronic parts. 

5.2 Risk-Based Inspection and Testing: Inspect and test electronic parts with established 
acceptance/rejection criteria, utilizing recognized techniques based on risk assessment 
and referencing DFARS 252.246-7008 for supplier use. 

5.3 Counterfeit Parts Mitigation Processes: Maintain processes that eliminate counterfeit 
parts, including tracking and traceability from the original manufacturer to government 
acceptance, reporting and quarantining suspect parts, and controlling obsolete 
electronic parts. 

5.4 Detection and Avoidance Systems: Design, operate, and maintain systems for counterfeit 
detection and avoidance, adhering to current government standards, and flow down 
these requirements to applicable subcontractors and service providers. 

5.5 Continuous Improvement and Screening: Maintain ongoing awareness of counterfeiting 
trends, implement continuous improvement practices, and screen GIDEP reports and 
credible sources to avoid the purchase and use of counterfeit parts. 

6 Sourcing Hierarchy, Monitoring, and Flowdown 

6.1 Priority of Sources: For in-production or stocked electronic parts, prioritize obtaining 
them first from (a) original manufacturers, (b) their authorized suppliers, or (c) 
suppliers who exclusively source from original manufacturers or authorized suppliers. 

6.2 Contractor-Approved Suppliers: If parts are not available through the sources 
mentioned above, use a contractor-approved supplier that has undergone risk 
evaluation based on Department of Defense (DoD) or industry standards (including 
inspection, testing, and authentication). Luna Innovations, Inc. assumes responsibility 
for the authenticity of the parts. 

6.3 Other/Unverified Sources or Commingled Stock: If you encounter other or unconfirmed 
sources, promptly notify the Quality and Product Control team. Perform inspection, 
testing, and authentication according to applicable standards and retain documentation 
for review. 

6.4 Flowdown Requirements: Include the substance of DFARS 252.246-7008 in all 
subcontracts for electronic parts and assemblies (including commercial products), 
unless the subcontractor is the original manufacturer. 

6.5 Evaluate suppliers using risk-based criteria that align with DFARS 252.246-7008 and 
ensure the flowdown of this policy and relevant DFARS clauses to all levels involved in 
the buying, selling, authentication of electronic parts, or delivery of items containing 
electronic parts. 

[Ref: Purchase Order Terms and Conditions https://lunainc.com/luna-purchase-order-terms- 
conditions & Luna - TCs of Purchase - Goods and Services - 08 Aug. 24.pdf (lunainc.com) ]
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7 Traceability & Records 

7.1 If the original manufacturer or an authorized supplier is not involved, maintain risk- 
based traceability from the original manufacturer. If traceability cannot be established, 
perform inspection, testing, or authentication, and retain documentation as per FAR 
Subpart 4.7. Records must be available to the Government upon request. 

8 Receiving, Inspection, Testing & Acceptance 

8.1 Luna Innovations, Inc. shall maintain a risk-based approach to receiving inspection and 
testing by using established techniques, as informed by MIL-STD-11991. Create detailed 
plans that include methods such as visual inspection, X-ray analysis, decapsulation, and 
electrical testing, tailored to the level of risk and the criticality of the parts. Clearly 
document the criteria for acceptance and rejection as outlined in the standard. 
Segregate and quarantine any suspect or counterfeit parts, and do not return them to 
the seller or supply chain until their authenticity has been confirmed. 

9 Reporting, Quarantine & Disposition 

9.1 Quarantine any suspect or counterfeit parts and preserve all evidence. Notify the 
Contracting Officer (CO) and submit a GIDEP report as soon as you become aware of 
suspect or counterfeit electronic parts related to DoD work. Provide a written notice to 
both the CO and GIDEP within 60 days to preserve potential cost allowability. Do not 
return any suspect or counterfeit items to the seller or supply chain until their 
authenticity has been confirmed. Follow the final disposition instructions for these 
items. 

10 Obsolescence & Alternate Sourcing 

10.1 Implement proactive monitoring of Diminishing Manufacturing Sources and Material 
Shortages (DMSMS) and obsolescence to avoid last-time purchases from high-risk 
sources. When alternatives are necessary, follow Section 6 and update the risk-based 
testing and authentication plans accordingly. 

11 GIDEP Screening, Trend Monitoring, & Training 

11.1 Continuously screen GIDEP and other credible sources for suspect/counterfeit alerts, 
and update inspection/test plans, as well as approved supplier lists, accordingly. 

11.2 All affected personnel shall receive initial and periodic training on counterfeit risks, 
detection/avoidance techniques, reporting, and this policy. 

12 Records & Retention 

12.1 Accurate records shall be maintained for procurement, traceability, inspection/testing, 
quarantine, and reporting in accordance with FAR Subpart 4.7 and contract 
requirements. These records shall be available and provided upon the Government's request.
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Appendix A — DFARS Compliance Matrix (Quick Reference) 

DFARS Requirement Where Addressed 
in This Policy 

252.246-7007(c)(1) Training §5, §11
252.246-7007(c)(2) Inspection/Testing & Risk Basis §5, §8
252.246-7007(c)(3) Abolish Counterfeit Proliferation §5, §8–§11
252.246-7007(c)(4) Risk-based Tracking/Traceability §5, §7
252.246-7007(c)(5) Use Suppliers per 252.246-7008 §5, §6
252.246-7007(c)(6) Report & Quarantine; No Return §8–§9
252.246-7007(c)(7) Rapid ID/Confirmation Methods §5, §8
252.246-7007(c)(8) System Design/Operation; Use of 

Standards 
§5, §8

252.246-7007(c)(9) Flowdown to Subcontractors §6
252.246-7007(c)(10) Keep Informed/Upgrade Processes §5, §11
252.246-7007(c)(11) GIDEP Screening §11
252.246-7007(c)(12) Obsolescence Control §10
252.246-7007(e) Flowdown of Clause §6
252.246-7008(b) Source Selection Hierarchy §6.1–§6.3
252.246-7008(c) Traceability & Records §7, §12
252.246-7008(e) Flowdown of Clause §6

References 
• DFARS 252.246-7007 Contractor Counterfeit Electronic Part Detection and Avoidance

System (JAN2023).
• DFARS 252.246-7008 Sources of Electronic Parts (JAN 2023).
• FAR 52.246-26 Reporting Nonconforming Items (Aug 2024).
• Luna Innovations, Inc. Purchase Order Terms & Conditions,
https://lunainc.com/sites/default/files/assets/files/Terms%20%26%20Conditions/Luna

%20-%20TCs%20of%20Purchase%20-%20Goods%20and%20Services%20- 
%2008%20Aug.%2024.pdf (08-AUG-2024). 

• MIL-STD-11991 Revision B General Standard for Parts, Materials, and Processes (03-
OCT- 2023).

• SD-22 Diminishing Manufacturing Sources and Material Shortages – A Guidebook of
Best Practices for Implementing a Robust DMSMS Management Program (MAR 2024).
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